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ITGRM: IT Governance and Risk
Management

Course Code: ITGRM

Duration: 2 days

Instructor-led Training (ILT) | Virtual
Instructor-led Training (VILT)

OVERVIEW

ITGRM provides a comprehensive review of
the knowledge required for understanding
IT Governance & Risk Management
strategies. Students can use this crash
course toreview what they already
know about IT Governance & Risk
Management, pinpoint any gaps in their
understanding and provide high level
mitigation to address IT Governance & Risk
Management gaps.

The establishment of efficient IT governance
is of the utmost importance with regard to
the problem-free operation of IT businesses.
The organization’s business goals can more
easily be accomplished with the assistance
of this concept when applied to its
information systems. If you do not put into
practise IT governance, it will become
ineffective and may even be detrimental to
the company.

It is no longer necessary to argue that
effective  governance of information
technology is essential because society and
various markets are continuously

undergoing change. It is a requirement for
every business. In today’s world, where
information occupies such an important role
in our society, having strong governance in
place for our information technology

systems is absolutely necessary to ensure
their smooth operation. By producing value,
it ensures that the money your company
invests in information technology will be put
to good use.

SKILLS COVERED

¢ Understanding of IT Governance &
Risk Management principles and
frameworks

o Ability to develop and implement IT
Governance & Risk Management
policies and procedures.

e Knowledge of IT Governance & Risk
Management best practices and
standards.

o Ability to assess and monitor IT
Governance & Risk Management
performance.

e Understanding of IT Governance risk
management and compliance.

o Ability to develop and implement IT
Governance & Risk Management
strategies.

e Knowledge of IT Governance & Risk
Management roles and
responsibilities.

e Understanding of IT Governance &
Risk Management metrics and
reporting.

e Knowledge IT Governance & Risk
Management tools and
technologies.
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WHO SHOULD ATTEND?

This training is intended for professionals
working in information technology whose
job it is to strike a balance between a
company’s requirements for technological
governance and risk management.

IT Executive

IT/Security Manager

IT/Security Consultant

IT Auditor / None IT Auditor

IT Risk Manager/Analyst

IT Compliance Manager /Analyst
HOD, Senior Manager, Director and
Business Owner

Business User

Project/Program Manager

PRE-REQUISITES

There are no prerequisite requirements for
taking the course, however, in order to
make full use of the course candidate
should have necessary working experience
in information technology.

MODULES

Module 1: Governance Framework

e Components of a Governance
Framework

e Organizational Structures, Roles, and
Responsibilities

e Legal and Regulatory Compliance

e Organizational Culture

Module 2: Technology Governance

e Governance Strategy Alignment with
Enterprise Objectives

e Strategic Planning Process

e Stakeholder Analysis and
Engagement

e Communication and Awareness
Strategy

e Enterprise Architecture

e Policies and Standards

Module 3: Information Governance

e Information Architecture

¢ Information Asset Lifecycle

¢ Information Ownership and
Stewardship

e Information Classification and
Handling

Module 4: Risk Strategy
Risk Frameworks and Standards

Enterprise Risk Management
Risk Appetite and Risk Tolerance

Module 5: Risk Management

¢ IT-Enabled Capabilities, Processes,
and Service

e Business Risk, Exposures, and
Threats

e Risk Management Lifecycle

e Risk Assessment Methods
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